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Imstructions;
L This paper contains Five questions in Section A and B
II.  Question Section A is compulsory
I Answer any other two questions from section B

SECTION A: COMPULSORY
QUESTION ONE
a) List the benefits of using TCP / [P over other networking protocols {5 Marks)
b) Explain the importance of adopting a formalized process to network design.[5 Marks)
c) Define analog and digital signals [2 Marks)
d) Explain the concept of IP addresses in detail [3 Marks]
¢€) Give the OSI layers in the correct order. [3 Marks]
SRy o owing types of Computer network
i} WAN [3 Marks]
i) MAN [3 Marks]

iii) LAN [3 Marks)



iv) PAN [3 Marks]

SECTION B: [ANSWER ANY TWO QUESTIONS]|

QUESTION TWO

a) The OSI Reference Model defines seven protocol layers, each of which is responsible for
a specific range of functions, By considering this model, explain the main functions
performed by a protocol operating al:

i) The Application layer [3 Marks]
i) The Physical layer [3 Marks]
fii)  The Data Link layer [3 Marks]
b) Describe FOUR control methods we can employ to protect our communication systems
from the various attacks. [T Marks]
¢} List FOUR common wireless transmission media [4 Marks]
QUESTION THREE
a) Identify THREE physical characteristics of fibre optic cables that make them more
suitable for high speed digital data transmission than copper cables. [6 Marks]
b) Describe the characteristics of the following network topologics
i} DMesh topology [3 Marks]
i} Bus topology [3 Miarks]
iif) Ring topology [3 Marks]
iv) Ring topology [3 Marks]
¢) MName any TWO data encoding/Conversion techniques [2 Marks]
QUESTION FOUR
&) Explain the difference between the following network devices;
i) Bridge [2 Marks]
ii) Router [2 Marks]
iil) Gateway [2 Marks]
iv) Switch [2 Marks]
¥} Hub [2 Marks]
B) With illustration explain the following modes of data communication;
i) Simplex [3 Marks]
i) Half Duplex [4 Marks]
iif) Full Duplex [3 Marks]

QUESTION FIVE




) Highlight the use of the following in the TCP header:

i) Acknowledgement Number [2 Marks]
i) Source port number [2 Marks]
iii} Flags [2 Marks)
iv) Reserved [2 Marks]
v) Checksum [2 Marks]
vi} Bequence number [2 Marks]
by With illustration differentiate between serial and parallel types of data transmission methods

[2 Marks]
eh RYZ Company intends to layout its network infrastructure and link up all its operations. You are
required to list and describe all the necessary hardware and software required for this undertaking,
[6 Marks]



