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JARAMOGI OGINGA ODINGA UNIVERSITY OF SCIENCE AND TECHNOLOGY
SCHOOL OF INFORMATICS AND INNOVATIVE SYSTEMS

MASTER OF SCIENCE IN INFORMATION SECURITY TECHNOLOGY AND AUDIT

IT SECURITY PLANNING STRATEGIES AND PROJECT MANAGEMENT
IIT 5231
ATTEMPT ANY THREE QUESTIONS
TIME 2.00 HRS

QUESTION ONE

a) Clearly define the complete strategic planning process 

         (5 MARKS)
b) Explain how to create and execute a strategic plan

         (5 MARKS)
c) What are some of the Risk quantification tools and techniques
         (5 MARKS)

d) Describe the steps involved in risk response planning

         (5 MARKS)
QUESTION TWO

a) Why should an organisation develop a security risk management process (6 MARKS)
b) Project managers who understand their organization’s strategy can become effective advocates of projects aligned with the firm’s mission. Discuss
         (8 MARKS)
c) In project management we have different tools of trade including PERT and GANTT charts. Explain what they are and where they are used?

         (6 MARKS)
QUESTION THREE

a) Security policies are the least expensive control to execute, but the most difficult to implement. Explain






        (6 MARKS)
b) Why should an organisation perform a security assessment? Explain the different types in detail.
         





       (8 MARKS)
c) Designing a plan for security begins by creating or validating a security blueprint. Outline the contents a security blueprint?



       (6 MARKS)
 QUESTION FOUR 
a) Base lining and best practices are solid methods for collecting security practices, but they can have the drawback of providing less detail than would a complete methodology. Expound





       (10 MARKS)
b) Briefly discuss any four (4) competencies of a project manager.  
        (4 MARKS)

c) Information security is designed and implemented in three layers. Describe and expound







        (6 MARKS)
QUESTION FIVE
a) Technical controls address those tactical and technical issues related to designing and implementing security in the organization. Explain


        (8 MARKS)

b) Security frameworks address four key areas. List and describe these areas 

         (8 MARKS)

c) List four (4) software cost estimation techniques.

                     (4 MARKS)
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