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Question #1 Compulsory (30 Marks)

a)Ststeuxicxphineachofdmd\melmdgM [6 Marks]
b) State and explain the three things that an attacker must have to succeed {6 Marks]
c)wmmmmmdwmmmmm [6 Marks]
d) State and explain Kercboff's principie [6 Macks)
e)SnnedwmmesofmydeW/huu [6 Macks]
Question #2

a) What is a awe-say finson? [5 Marks]
b) State all the names used to refer 1o the output of & besh fanctise [6 Marks]
c)Suteutdaphindtclhrumhrinornqmdnub:bﬁnd'ummtnﬁsfy [9 Marks)
Question #3

A)Focacho(dwmnmdﬁmh-mdmgﬁmdcﬁned\cmmdcxphhhsm [12 Marks]
b) For each of the components of a modern cipher P-box and S-box, describe what it does using,
an example [8 Marks|

Question #4

a) State Mpwymmmmmmpko{mn applies 6 Marks)

b) Explain the following properties of an encryption scheme |14 Macks]
1) unconditionally secure

1) computationally secure

Question #5
The [oﬂowingiam:lgoddmﬁmcxem’ngthedeuypdon key given the encryption key for a
transposition cipher. The cipher transforms the plaintext using the idea that the content of the
element of the key represents the position in the plaintext and the index of the element of the key
is the position in the cipher text.
ALGORITHEM createDecrypt ionXey (EncKey|], Key3ize)
index <- 1
while [index <= KeySize)
DacKey[EncXey([index)] <- index
index <- index + %
return DecXeyIndex <- 1
The following is the ciphertext and the key used to encrypt the ongnal plaintext.

aphertext  eemyntaacttkonshitzg
encryption key: 31452

REQUIRED:
= Use the algorithm to obtain the key
- Decrypt the cphertext



