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     TIME: 2 HOURS
INSTRUCTIONS:   
ANSWER QUESTION ONE (COMPULSORY) AND ANY OTHER TWO QUESTIONS

Question One (30 Marks)
a)
Explain the following concurrent audit techniques listed below:


(i)
Integrated test facility (ITF)





(3 Marks)


(ii)
Snapshot technique 






(3 Marks)


(iii)
System control audit review file (SCARF) 



(3 Marks)


(iv)
Audit hooks







(3 Marks)


(v)
Continuous and intermittent simulation (CIS)


(3 Marks)

b)
Explain the meaning of the phrase:  information system auditing

(3 Marks)

c)
List four (4) disciplines that is auditing intersects against (Hint: can be explained with a diagram)








(4 Marks)

d)
Describe the three (3) basic classification of audit types


(6 Marks)

e)
Explain two (2) tasks that can be accomplished through the use of generated audit software (GAS).







(2 Marks)

Question Two (20 Marks)
a)
Explain four (4) advantages of Generalized Audit Software (GAS).

(8 Marks)
b)
Outline four (4) steps to using computer assisted audit techniques (CAATs).











(4 Marks)
c)
Explain the roles of auditors in the following phases of system development life cycle (SDLC).








(8 Marks)

(i) Feasibility 

(ii) Design

(iii) Development 

(iv) Post-implementation

Question Three (20 Marks)
a)
Information technology is essential in today’s business. Explain five (5) challenges of IT in business setup.







(10 Marks)

b)
Explain two (2) benefits of practicing information technology governance (ITG).











(4 Marks)

c)
Outline four (4) roles of auditor in IT Governance.



(4 Marks)

d)
Explain two (2) responsibilities of IT steering committee.


(2 Marks)

Question Four (20 Marks)
a)
Explain the auditors’ roles in following documentations of drafting the following:


(i)
IT Policy







(3 Marks)


(ii)
Standards







(3 Marks)


(iii)
Guideline







(3 Marks)


(iv)
Procedures







(3 Marks)

b)
Define the following terms:


(i)
Disaster recovery






(2 Marks)


(ii)
Business Continuity Plan (BCP)




(2 Marks)

c)
Explain the following terms:






(4 Marks)


(i)
Recovery Time Objective (RTO)



(ii)
Maximum Acceptable Objective (MAO)

(iii)
Recovery Point Objective (RPO)


(iv)
Service Delivery Objective (SDO)

Question Five (20 Marks)

a)
Explain the following typical documentations available in organizations
(8 Marks)


(i)
Policies 


(ii)
Standards


(iii)
Guidelines


(iv)
Procedures 

b)
Discuss the following and where possible provide an example to illustrate each of the risk types below when conducting an audit




(9 Marks)

(i) Inherent risk

(ii) Control risk

(iii) Detection risk

c)
State three (3) activities that take place during planning phase of an audit process.












(3 Marks)
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