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                 TIME: 2 HOURS
INSTRUCTIONS:   
ANSWER QUESTION ONE (COMPULSORY) AND ANY OTHER TWO QUESTIONS

Question One (30 Marks)
a)
(i)
Explain the Rail Fence Cipher and illustrate how it will encrypt the plain text:  

(WE ARE DISCOVERED FLEE AT ONCE) using 4 rails.

(6 Marks)


(ii)
Differentiate between a cracker and a hacker of a system.

(4 Marks)

b)
(i)
Explain the Chinese wall model and state its application area.
(5 Marks)


(ii)
Explain any two (2) uses of Random numbers in cryptography.
(4 Marks)

c)
(i)
Outline any four (4) characteristics of a weak password.

(4 Marks)


(ii)
Explain the use of Arbitrated digital signatures as a form of authentication in 


E-commerce.







(3 Marks)


(iii)
Differentiate between the Basic and Digest web authentication.
(4 Marks)

Question Two (20 Marks)
a)
Explain any four (4) assumptions made in order to trust security policies and mechanisms.








(8 Marks)

b)
(i)
With aid of a diagram explain the public-key cryptography.

(6 Marks)


(ii)
Explain any two (2) requirements for public key algorithm.

(4 Marks)

Question Three (20 Marks)
a)
Explain any five (5) key distribution issues in symmetric cryptographic systems.












(10 Marks)

b)
A password is a secret combination of letters and numbers that validates or authenticates a user.  Explain any five (5) policies used to minimize password –guessing attacks.










(10 Marks)

Question Four (20 Marks)
a)
Explain any five (5) benefits of using biometrics as an authentication mechanism.











(10 Marks)
b)
Explain each of the following protocols:




(6 Marks)


(i)
Secure Sockets Layer (SSL)


(ii)
Transport Layer Security (TSL)


(iii)
HyperText Transfer Protocol Secure (HTTPS)
c)
With the aid of a diagram, explain the architecture of an Intrusion Detection System (IDS).









(4 Marks)

Question Five (20 Marks)

a)
(i)
Explain the firewall as a security mechanism for a computer network.











(4 Marks)


(ii)
Distinguish among the THREE types of firewalls.


(6 Marks)

b)
Expound on any THREE reasons for performing vulnerability assessment.
(6 Marks)

c)
Explain the TWO options for providing security to e-mail systems.

(4 Marks)
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