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SECTION A:  COMPULSARY ATTEMPT ALL QUESTIONS {30 MARKS

a) Explain factors that may compel a network administrator to logically segment a network.

(8 Marks)
b) Describe any THREE fundamental differences between a hub and a switch. (6 Marks)

c¢) Explain why a network administrator may choose to implement extended access control lists

over standard access control lists. (6 Marks)
- $ X ZENIN's THREE rules of IP packet routi in.
each rule in the routing of IP packets. (6 Marks)

e) Differentiate between Classless and Classful routing protocols, giving an example of each.

(4 Marks)

SECTION B:  ANSWER ANY TWO QUESTIONS 20 MARKS E .

UESTION 2

a) Describe the structure of the routing table, pointing out the function of each entry. (8 Marks)
b) Discuss the process of configuring VLANS in layer 2 switches. (8 Marks)

c) Discuss the reasons that necessitated the migration form RIP version 1 to RIP version 2.
(4 Marks)

QUESTION 3

a) Explain with the aid of a suitable diagram how data is moved from one computer in one LAN
to another computer in another LAN, where the two LANs are connected to the same router
through different interfaces. (8 Marks)

b)-Discuss FOUR ways of fogically securing switches and routers. (8 Marks)

¢} Describe with the aid of a suitable diagram how static routing is implemented. (4 Marks)



QUESTION 4

a) Discuss the network address translation; why it is necessary, how it is implemented and how
it works. (8 Marks)

b} Describe the concept of inter-VLAN routing and how it is configured. (8 Marls)

c) Explain why OSPF protocol presents a better option compared to RIP version 1 protocol.

(4 Marks)
UESTION 5
a) Describe the router boot process, highlighting key phases and what these phases accomplish
(8 Marks)
b} Discuss the OSPF protocol; its attributes and configuration, (¥ Marks)

¢} Highlight reasons why an administrator may choose to implement dynamic routing over static
routing, (4 Marks)



